
CLIENT ALERT: MAY 1, 2009

EXTENDED COMPLIANCE DEADLINES
FOR FEDERAL TRADE COMMISSION RED FLAGS RULE AND 
REVISED MASSACHUSETTS DATA SECURITY REGULATIONS

Late yesterday, the Federal Trade Commission (“FTC”) announced that it would delay 
enforcement of the Red Flags Rule by three months, from today to August 1, 2009.  The 
Massachusetts Office of Consumer Affairs and Business Regulation recently delayed 
enforcement of the Massachusetts data security regulations from today to January 1, 2010.  
Both sets of regulations govern the ways in which businesses and other organizations must 
collect, maintain, store, monitor, and destroy personal information about consumers, patients, 
residents, customers, and employees.

RED FLAGS RULE.  The Red Flags Rule requires businesses and organizations to create, 
implement, and maintain a written Identity Theft Prevention Program designed to detect 
warning signs (“red flags”) of security breaches and identity thefts in their daily operations.  The 
Program must also identify the steps that will be taken to mitigate the harm in a particular 
instance of identity theft and prevent similar incidents from occurring in the future.  According 
to the Rule, all financial institutions and “creditors” must have a Program in place.  A “creditor” 
is defined as any entity that extends credit, including any deferred payment plans.  For 
example, a health care facility that allows patients to pay off their medical bills in two or more 
installments qualifies as a “creditor” for purposes of the Red Flags Rule.  (Please note, however, 
that the American Medical Association is challenging the FTC’s position on the application of 
the Red Flags Rule to health care facilities.)  “Creditors” also include entities that regularly 
arrange for loans or the extension of credit, such as real estate agents, mortgage brokers, 
financial services companies, and other retailers that offer financing packages or process credit 
applications.

The FTC recently published an informational packet about the applicability of, and 
methods of complying with, the Red Flags Rule.  Visit www.ftc.gov/redflagsrule to download a 
copy of the packet, entitled “Fighting Fraud with the Red Flags Rule: A How-To Guide for 
Businesses”.  Visit http://www.ftc.gov/opa/2009/04/redflagsrule.shtm to review the FTC’s 
press release regarding the compliance deadline extension.

MASSACHUSETTS DATA SECURITY REGULATIONS.  The Massachusetts data security 
regulations require, among other things, businesses and organizations that own, license, store, 
or maintain “personal information” about any Massachusetts resident to develop and maintain a 
comprehensive written information security program (now commonly referred to as a “WISP”) 
designed to protect that “personal information” from security breaches.  The WISP must contain 
a variety of complex components, including encryption for data stored on both stationary and 
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portable electronic devices, including Blackberries and thumb drives.  For additional 
information about the Massachusetts data security regulations, please consult our previous 
client alerts on this topic, available on our website at http://www.kb-
law.com/articles/alerts.php.

PENALTIES.  Failure to comply with the Red Flags Rule can result in fines of up to $2,500 
per violation.  Failure to comply with the Massachusetts data security regulations may subject 
the noncompliant business or organization to litigation by the Attorney General under Chapter 
93A, the Consumer Protection Statute, and may give rise to triple damages as well as liability 
for attorneys’ fees and costs.

ACHIEVING COMPLIANCE.  If they have not already done so, businesses and 
organizations should start working toward achieving compliance with the Red Flags Rule and 
the Massachusetts data security regulations.  While the deadline extensions roll back the 
compliance deadlines by several months, the reprieve should be used productively to 
implement programs early, correct any flaws in existing or new policies and procedures, and 
train employees to meet the new standards.  The compliance deadlines are fast approaching.

Please contact Attorney Becca Rausch at rrausch@kb-law.com with any questions about 
achieving compliance or to discuss whether the Red Flags Rule applies to your organization.
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